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Towards Achieving Provable Side-Channel Security in Practice

Abstract:

Physical side-channel attacks are powerful attacks that exploit a device's physical
emanations to break the security of cryptographic implementations. Many countermeasures
have been proposed against these attacks, especially the widely-used and efficient masking
countermeasure. Nevertheless, proving the security of masked implementations is
challenging. Current techniques rely on empirical approaches to validate the security of such
implementations. On the other hand, the theoretical community introduced leakage models
to provide formal proofs of the security of masked implementations. Meanwhile, these
leakage models rely on physical assumptions that are difficult to satisfy in practice, and the
literature lacks a clear framework to implement proven secure constructions on a physical

device while preserving the proven security.
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