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1 Introduction

This is a report of “2021 IMI Joint research program - young researcher - short period joint
workshop”.

This research mainly studies on Isogeny-based cryptography which is one of main candidates
in post-quantum cryptography. Moreover, we aim to suggest new cryptosystems which cannot
be obtained by the existing cryptographic views, via organizing the crossing team of experts
who specialized in various kinds of pure/applied mathematics and cryptography at university
and industries. Comparing to other candidates of post-quantum cryptography such as Lattice-
based cryptography, from the fact the key sizes of Isogeny-based cryptography are relatively
smaller, it is expected in the near future that it is applicable to the devices which has the
limitation of their memory. So, several large-sized enterprises (Microsoft, Mitsubishi electrics,
etc) actively study on Isogeny-based cryptography for its usages in a real world. However, the
historical record of Isogeny-based cryptography is short (about a decade), it has not undergone
to analyze its security enough. A security of Isogeny-based cryptography is guaranteed by
the hard problem of finding paths in the supersingular isogeny graphs which is known as
one of the explicit Ramanujan graphs. Against this path-finding problem, the best way to
find solutions so far is essentially a brute-force attack to find all possible paths. Actually,
in this attack, it has not been considered the algebraic or number theoretical structure of
supersingular isogeny graph, it seems reasonable to try to analyze a security of Isogeny-based
cryptography by using these kinds of approaches. Therefore, in this research, we study on the
elliptic curve theory, number theory, and algebraic graph theory related to the background of
supersingular isogeny graphs. As a result, we aim to suggest much more safe security parameters
and new cryptosystem. Moreover, we also encourage many experts who investigates on various
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mathematics related to this research to participate in the works on cryptography, for which
affect the active collaborations with industries, universities, and governments.

1.1 Organizers

This joint research program is supported and accomplished by following committee members.
e Yusuke Aikawa (Mitsubishi Electric Corporation, Researcher)

e Yasuhiko Tkematsu (Kyushu University, Institute of Mathematics for Industry, Assistant
Professor)

e Hyungrok Jo (Yokohama National University, Institute of Advanced Sciences, Assistant
Professor)

e Noboru Kunihiro (University of Tsukuba, Faculty of Engineering, Information and Sys-
tems, Professor)

e Tomoki Moriya (Department of Mathematical Informatics, The University of Tokyo,
Doctoral course 2nd year)

e Hiroshi Nozaki (Aichi University of Education, Department of Mathematics Education,
Associate Professor)

e Hiroshi Onuki (Department of Mathematical Informatics, The University of Tokyo, Project
Research Associate)

e Yoshinori Yamasaki (Ehime University, Graduate School of Science and Engineering,
Professor)

1.2 Related work

Isogeny-based cryptography From the first suggestion of Couveignes [4] in 1997, which is
republished in 2006, Isogeny-based cryptography has developed as one of promising candidates
for post-quantum cryptography. Charles et al. [5] suggested cryptographic hash functions (CGL
hash function) based on the explicit constructions of Ramanujan graphs, which is an optimal
expander graphs in a spectral sense. The security of the schemes relies on the hardness of
finding a path in the ¢-isogeny supersingular graph between two given vertices. Especially, one
of graphs from Pizer in CGL hash function, it is known that the graphs [18] have Ramanujan
properties and also can be represented as supersingular elliptic curves and isogenies by the
graph method [16]. Tt is well-explained in Décheéne’s work [6] for a beginner. A few years
later, De Feo, Jao and Pliit [8] proposed a Diffie-Hellman-like key exchange protocol based on
supersingular isogeny graphs. In 2015, NIST (National Institute of Standards and Technology)
announced a contest to standardize cryptographic algorithms (on PKE/KEM, DS) that are not
known to be broken by quantum computers. Now in its third round, SIKE (https://sike/org/
based on supersingular isogeny graphs) is considered as “alternate” for a next generation of
public key exchange standard.

SQISign (Short Quaternion Isogeny Signature Scheme) The /-isogeny path problems
and their variants are considered as the underlying hard problems of Isogeny-based cryptogra-
phy, one of the main candidates in Post-Quantum Cryptography. In ANTS2014, Kohel, Lauter,
Petit, and Tignol [15] presented a probabilistic polynomial algorithm (in short, KLPT algo-
rithm) to a mirror-side of ¢-isogeny path problems in terms of quaternion algebras under the
Deuring correspondence. In ASTACRYPT 2017, Galbraith et al. [13] presented two public key
signature schemes whose security relies on computational assumptions relating to supersingular
isogeny grpahs. Their second scheme is an identification protocol which relies on the difficulty
of the problem of computing the endomorphism ring of a supersingular elliptic curve (i.e., com-
puting an isogeny between two given elliptic curves), so that the public key is a supersingular



elliptic curve and the secret key is the endomorphism of the supersingular elliptic curve. The
main key-idea of the scheme is to use the powersmooth version of KLPT algorithm to compute
a “pseudo-canonical” isogeny which is independent of a given isogeny as the private key in
the phase of the proof. In ASTACRYPT 2020, De Feo et al. [9] suggested a new interactive
identification protocol and the signature scheme “SQI:Sign (for Short Quaternion and Isogeny
Signature)” based on a generalized KLPT algorithm, which means to be suited for their sig-
nature scheme, efficiently. It gives the instantiation of the protocol, along with parameters
targeting the NIST-1 level of post-quantum security.

Cryptographic applications based on algebraic graph and group theory Nowadays,
many of cryptographic schemes are using certain properties of finite groups, it is fair to say
they are mostly number theoretic in nature. Besides, only a few schemes make use of advanced
group-theoretic tools[20] . One of the attempts to exploit group- or graph-theoretic problems
for cryptographic constructions is from expander graphs which are actively used in network
theory. Especially, Ramanujan graphs are known as optimal structures in the spectral aspect
of expander graphs, which are good candidates for cryptographic usages. As mentioned before,
CGL hash functions are based on the explicit constructions of Ramanujan graphs and their
security lie on the path-finding problem in each graph. For a deep security analysis on these
kinds of schemes, it is necessary to study the based group- or graph- knowledge such as elliptic
curve theory, algebraic graph theory, group theory and so on.

1.3 A progress of program

This joint research is done with three separated parts as open workshop, closed workshop 1 and
closed workshop 2. The work progress is appeared in the table as below:

’ Date \ Summary
Apr. 19 Organizing committee Kick-off meeting
Jul. 15 Organizing committee meeting
Aug. 30 Open workshop (zoom online)

Aug. 31 - Sep. 2 | Closed workshop 1 (zoom online)
Dec. 13 - Dec. 17 | Closed workshop 2 (on-site)

Open workshop
“Isogeny theory and its cryptographic applications”

We invited the following speakers from university and corporations for studying various fields
related to isogeny theory. This workshop is recorded and can be watched via Youtube https:
//youtu.be/sxTus5L_IG4.

e Toshiyuki Katsura (The University of Tokyo)
Title: Decomposed Richelot isogenies of curves of genus 3
e Yuta Kambe (Sugakubunka/Rikkyo University)

Title: Solving the constructive Deuring correspondence via the Kohel-Lauter-Petit- Tignol
algorithm

e Kenta Kodera (Mitsubishi Electric Corporation/Osaka University)

Title: Efficient algorithm for isogeny computation in CSIDH

Closed seminar 1 (Remote)
“A number theoretic approach for Post-Quantum Cryptography related to Ra-
manujan graphs”



Figure 1: An academic exchange using a RPG-style meta-verse platform (gather.town)

e Yusuke Aikawa (Mitsubishi Electric Corporation, Researcher)
Title: [a]Ff77 (51577 DIERE : AL [IFT

e Tomoki Moriya (Department of Mathematical Informatics, The University of Tokyo,
Doctoral course 2nd year)

Title: 4 77 L FBEFZ AV 7= [RIMES S 7o b 3L

e Hiroshi Onuki (Department of Mathematical Informatics, The University of Tokyo, Project
Research Associate)

Title: [A/FEHF DR AFNICOWT

e Momonari Kudo (Department of Mathematical Informatics, The University of Tokyo,
Assistant Professor)

Title: HiEL4, sooEFFR s & ORI OB FEEMICH § 2 RITORHH

e Hiroshi Nozaki (Aichi University of Education, Department of Mathematics Education,
Associate Professor)

Title: EH{E X7213ME D52 5B 75 7 TR 0T 9 % izt FR A

e Shohei Satake (Kumamoto University, Faculty of Advanced Science and Technology, Re-
search Fellow)

Title: K& 7% W &localized L [E[ 1~ 7 b L % 3 Dnear-Ramanujan grapho BH7RATAEAK
ICBIL T

e Hyungrok Jo (Yokohama National University, Institute of Advanced Sciences, Assistant
Professor)

Title: 57X v > - 75 7RI & F DG F5~D L H

e Shingo Sugiyama (Nihon University, Department of Mathematics, College of Science and
Technology, Assistant Professor)

Title: 75 7 FOBR Y O WO EE o IE (L & PR EFT

e Yasuhiko Tkematsu (Kyushu University, Institute of Mathematics for Industry, Assistant
Professor)

Title: [GJFEFAS < ZAEZR BI04 5 MITMECERIC D\ ¢



Figure 2: Closed seminar 2 in Kyushu University IMI

Closed seminar 2 (On-site)
“Studies on SQISign”

Since SQISign is one of main interests of Isogeny-based cryptography in the late of 2020
and is also not easy to understand even its mathematical backgrounds and the relation between
its security and construction, our committee members and attenders assigned each section of
SQISign to ourselves, and we present our charged parts as follows:

e Yusuke Aikawa (Mitsubishi Electric Corporation, Researcher)
Title: i  [SQISignim L PN 2E]

e Yasuhiko Tkematsu (Kyushu University, Institute of Mathematics for Industry, Assistant
Professor)

Title: > 7= 7@ s T1LI2DWT
e Yota Maeda (Kyoto University, Department of Mathematics, Ph.D. course 1st year)
Title: P TCHH HERESQISignif L 4]

e Tomoki Moriya (Department of Mathematical Informatics, The University of Tokyo,
Doctoral course 2nd year)

Title: KLPT 7L =) XA L[KLPT2014]I2 >\

e Hyungrok Jo (Yokohama National University, Institute of Advanced Sciences, Assistant
Professor)

Title: Identification protocol [GPS2017] & % DN ¥R [EHL+-2018]IC D2\ T

e Hiroshi Onuki (Department of Mathematical Informatics, The University of Tokyo, Project
Research Associate)

Title: —#{LE N/~KLPT7 L =) X L[SQISignim L N5,65] & JuliaZe Fi\» 72 92512 >
e

e Yusuke Aikawa (Mitsubishi Electric Corporation, Researcher)
Title: £ 0 HIEK[SQISignim LD TEH]IZ DWW T

e Hiroshi Onuki (Department of Mathematical Informatics, The University of Tokyo, Project
Research Associate)

Title: &M [SQISigni L D8] 5\ T



2 Results and after the joint research program

We discussed about the security assumption and construction of signature scheme of SQISign
mainly in closed seminar 2. We suggest the future works using SQISign or improving the
efficiency of SQISign.

On the other hand, through closed seminar 1, as a cowork with Shohei Satake in Kumamoto
University, we discussed about the possibility to build ” Crytptographic hash functions based
on Triplet graphs and Sextet graphs” which result is presented in SCIS2022 [14]. These works
are supported by IMI Collaborative Research and undergoing in provided circumstances.

2.1 Result 1 : Thoughts on SQISign with Isogeny group

We raised up some future works related to SQISign.

(1) Is it possible to apply it to high functional cryptosystems?
(2) How could it be realized the constant time algorithms for SQISign?

(3) Are there any possibilities to improve its execution time or memories in mathematical
treatments? (Improving generalized KLPT algorithms?)

For (1), it seems make sense that build some kinds of high functional cryptosystems,
especially signature schemes (such as aggregate signatures, ring signatures or group singnatures
and so on.) if it guarantees that their security assumption lies on computational endomorphism
ring problems well.

For (2), it could be a good contribution for the efficiency of SQISign if it realizes. However,
it means that it is necessary to specify constant time algorithm of KLPT’s, it is a quite bit of
challenging task.

For (8), in recent (2022.Feb.23.), there is an improvement on KLPT algorithm which insists
on accelerating SQISign twice [10]. There are some potentials to improve on KLPT algorithms
by specific modifications of strong approximation step (solutions to diophantine norm equations
of targeting elements in special order).

2.2 Result 2 : A proposal of a hash function based on arc-transitive
graphs with Shohei Satake

In SCIS2022 [14], we propose new constructions of cryptographic hash functions based on two
families of non-bipartite cubic graphs, namely, triplet graphs and sextet graphs. The main idea
is to construct hash functions by choosing a walk in these graphs according to a given message,
and define the output as the end vertex of the walk. Triplet and sextet graphs have some
advantages as underlying graphs of hash functions. First triplet graphs have large girth, which
positively effects to the (weak/strong) collision resistance of the proposed hash function. It is
also conjectured that sextet graphs would have large girth as well, where small-size graphs in
fact have large girth. Second we discussed the relationship between collision resistance of our
proposed hash functions and group word problems and generic attacks (the birthday attack,
the rho method) in the aspect of security analysis.

2.3 After the joint research program

One of main purposes of this joint research program is encouraging the mathematician in many
fields to get in cryptography. For this purpose, Ramanujan graph is a good object which brings
people together under beautiful mathematics even in cryptography. Seen from the resume of
Isogeny-based cryptography, CGL hash functions play an important role in past even now.

A cryptographic hash function is a ubiquitous tool for various uses in cryptography such as
digital signatures, public-key encryption, integrity verification, message authentication, pass-
word protection and key agreement protocols. If it is possible to develop a hash function based



on a mathematically difficult problem, various contributions can be expected in cryptography
that is secure as a primitive. These studies are well worth not only providing the cryptographic
primitives but also contributing security analysis using advanced mathematical tools.
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