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9:30-11:00 Ishak Meraouche (JUM K2 KBTS 27 L EWAIERT)  “Advances in Neural networks based

Cryptography”

BIE Artificial Intelligence (AI) and cryptography have always been separate disciplines in the
past. Early Al models were not able to learn the simplest and most primitive mathematical
functions or operations such as the XOR operation. Due to this fact, interest in building
AT models that can learn cryptographic techniques have decreased significantly until the late
90s and early 2000s where some models were introduced. However, with the advances in
AT, especially with deep learning, things are starting to change. Multiple models based on
Generative Adversarial Networks (GANSs) have been introduced since late 2016 and have shown
significant performance and security in encryption. In this talk, we will start by seeing how
AT based cryptography has evolved since the early 2000s. Next, we will survey the most
prominent GANs models that have been proposed in recent years and were able to learn
strong cryptographic techniques. After that, we will see the security of these models and how
their security can be evaluated. Lastly, we will introduce our contributions to this topic.
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Ishak Meraouche (FUMKZE KEFEY R T ABREZM)
Advances in Neural networks based Cryptography

Abstract : Artificial Intelligence (Al) and cryptography have always been separate disciplines in the past. Early Al models were not able to learn the
simplest and most primitive mathematical functions or operations such as the XOR operation. Due to this fact, interest in building Al models that can
learn cryptographic techniques have decreased significantly until the late 90s and early 2000s where some models were introduced. However, with
the advances in Al, especially with deep learning, things are starting to change. Multiple models based on Generative Adversarial Networks (GANSs)
have been introduced since late 2016 and have shown significant performance and security in encryption. In this talk, we will start by seeing how Al
based cryptography has evolved since the early 2000s. Next, we will survey the most prominent GANs models that have been proposed in recent
years and were able to learn strong cryptographic techniques. After that, we will see the security of these models and how their security can be
evaluated. Lastly, we will introduce our contributions to this topic.
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